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Microsoft Status on IPv6

IPv6 - History

1998 - Availability of an IPv6 implementation from Microsoft Research.

March 2000 - Technology preview released for Windows 2000-based
computers

October 2001 - Windows XP released with a developer preview [Pv6
stack and some components of the system enabled for IPv6

September 2002 - Windows XP Service Pack 1 released with the first

edition of a production IPv6 stack and some IPv6-enabled
components.

March 2003 - Windows Server 2003 was released with a production
IPv6 stack and some IPv6-enabled components

July 2003 - Advanced Networking Pack for Windows XP released.
Included the IPv6 Internet Connection Firewall, a Teredo client, and
support for Windows Peer-to-Peer Networking.
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IPv6 — History |l

August 2004 - Windows XP Service Pack 2 released. Included the
Teredo client, support for Windows Peer-to-Peer Networking and
integrated IPv6 traffic support with the new Windows Firewall
(replacing the IPv6 Internet Connection Firewall).

March 2005 - Windows Server 2003 Service Pack 1 released. Included
the additional IPv6 features provided with Windows XP Service Pack 2.

July 2005 - Beta 1 of Windows Vista™ and Beta 1 of Windows Server
2008 released. Included the Next Generation TCP/IP stack, an
integrated IPv4/IPv6 stack in a dual IP layer architecture

November 2006 - Windows Vista released
February 2008 - Windows Server 2008 released.
July 2009 - Windows 7 and Windows Server 2008 R2 released

IPv6 — Strategy

High volume products - for the foreseeable future,
Microsoft (as most manufacturers) will produce systems
supporting both IPv4 and IPv6, so that if connections are
not possible using IPv6 they can fall back and succeed
using I1Pv4

Overall goal - to ensure a smooth transition and
deployments where updated applications can take
advantage of the new protocol, without breaking existing
applications

Developer/Ecosystem care - New Windows APIs defined to
specifically isolate the legacy applications from
unintentional exposure to protocol differences.
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IPv6 — Adoption increase tactics

* CEC : Common Engineering Criteria

» Compliance criteria list (revised annually)
for server products.

» Management Packs, Powershell
commandlets, IPv6 support, ...

» Mandatory, but an exemption process
exists &

IPv6 — Adoption increase tactics |l

IPv6 Dependent Solutions

* Peer to Peer API set
*Windows 7 Homegroup

* Parts of Remote Assistance
*Windows 7 DirectAccess

* Windows Meeting Space (and other
applications that rely on the Windows
Peer-to-Peer Networking platform or the
Teredo transition technology)
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IPv6 — Adoption increase tactics |l

Consulting Services!

Microsoft | Services

Miguel Caldas
National Technology Officer

Jun 8, 2011

MAKIMIZE YOUR MICROSOFT
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IPv6: What Is It And Why Is It
Important?

Practical Scenarios Around
Deploying IPv6

The Pros and Cons of Deploying
IPv6 and of IPv6/IPv4 Co-existence

Myths About IPv6
Concerns About IPv6
Next Steps
Conclusion

Q&A

IPv6 introduction
A Brief Outline of IPv6

IPVA IS THE CURRENT INTERNET IS GROWING IPv6 DESIGNED BY
BEYOND THE LIMITS OF | THE IETF TO ADDRESS
INTERNET CARRIER
IPv4 IPv4 SHORTCOMINGS

IPV6 OFFERS:

Near unlimited addresses and subnet capability (no boundary to network growth)
Standardized support for Internet Security Protocols (security built right in)
More efficient node (host) discovery (rapid and automatic connectivity)
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IPv6 introduction
Why Is It Important ?

IPv4 ADDRESS
DEPLETION

BUSINESS
DRIVERS AND
OPPORTUNITIES

GOVERNMENT
MANDATES

TECHNICAL
DRIVERS

COMMUNICATION
DRIVES
COMMERCE

WELULTIMG & IUMPDAT

IPv6 introduction: Why

IPv4 Address Depletion

IANA
* Exhaustion in Feb. 2011

RIRs

« Will exhaust 2 to 8 months later
» APNIC / ARIN already in the red

Provi

WEULTIMGO & ILEPIAT
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ARIN Board Advises
Internet Community on
Transition to IPvé

¥ Nearest Exhaustion (ARIN) =
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IPv6 introduction: Why is it Important?
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Practical Scenarios Around Deploying IPv6

THE WIDELY
DISTRIBUTED AND
REMOTE WORKFORCE

REDUCTION OF RISK
AND OVERHEAD WHEN
MERGING WITH OTHER

NETWORKS

MANDATE TO PROVIDE
IPv6 CAPABLE
SERVICES

CONTROLLING IPV6

11/11/2011

C ORPI(')OR':\(:;“::"WORK WITHIN EXISTING HEIGHTENING THE
CORPORATE SECURITY POSTURE
PLANNING
INFRASTRUCTURE
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Pros and Cons of Deploying IPv6

IPv6 Deployment Landscape — Overall

" Most current routers,
switches and other
networking devices

already support IPv6

Tunneling
Technologies take the
bite out the transition

ISATAP ‘

Most Modern
Operating Systems

Linux 2.6 Kernel and
Solaris 2.10

Microsoft | Services
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Pros and Cons of Deploying IPv6

IPv6 Deployment Landscape — Microsoft's Commitment
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@ CEC: Common Engineering Criteria
e Compliance criteria list (revised annually) for server products.
e Management Packs, Powershell commandlets, IPv6 support, ...
e Mandatory, but an exemption process exists
e http://www.microsoft.com/cec/en/us/default.aspx

Pros and Cons of Deploying IPv6

IPv6 Deployment Landscape — Microsoft IPv6-Dependent Features and APIs

@ Peer to Peer API set

@ Windows 7 Homegroup

@ Parts of Remote Assistance
@ Windows 7 DirectAccess

@ Windows Meeting Space or any application that relies on
the Windows Peer-to-Peer Networking platform or the
Teredo transition technology

O
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Pros and Cons of Deploying IPv6

Microsoft KB Articles (1/2)

N =N

923398

975951

963042

2000919

947050

941754

969256

947044

How to configure an IPv6 resource for a SQL Server 2005 cluster on a Windows Server

2008

-based computer

You receive an error message when you set up a SQL Server 2008 failover cluster on a

subn:

et that contains only IPv6 addresses

IPv6 network connectivity problems occur on a Windows Server 2008-based computer
when the Network Load Balancing feature is enabled

Network Load Balancing (NLB) can not connect with IPv6 addresss on Windows Server

2008

Advanced resource configuration in Windows Server 2008 failover clusters

Incoming messages may be rejected by the queue manager on the cluster after you
configure the clustered instance of Message Queuing to use HTTP messaging in Windows
Server 2008

The validation fails when you run a cluster validation wizard for a Windows Server 2008
cluster

When you use a cluster name instead of a node name to make a connection in Windows
Server 2008, the DHCP MMC responds very slowly

Pros and Cons of Deploying IPv6

Microsoft KB Articles (2/2)

I L =R

980054

978309

976571

981953

2018583

944007

929852

2014131

Recommended hotfixes and updates for Windows Server 2008 R2-
based server clusters

IPv6 transition technologies, such as ISATAP, 6to4 and Teredo do not
work on a computer that is running Windows Server 2008 R2 Server
Core

Stability update for Windows Server 2008 R2 Failover Print Clusters

An incorrect IP address is returned when you ping a server by using
its NetBIOS name in Windows Server 2008 or in Windows Server
2008 R2

Windows 7 or Windows Server 2008 R2 domain join displays error
"Changing the Primary Domain DNS name of this computer to ""
failed...."

You cannot access shares by using an IPv6 address that has a colon ()
character in the command

How to disable certain Internet Protocol version 6 (IPv6) components
in Windows Vista, Windows 7 and Windows Server 2008

Microsoft iSCSI Initiator never reconnects after failing and re-
establishing a path to iSCSI storage when Multiple Connected
Sessions and both IPv4 and IPv6 addresses are configured
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Info

SQL CU7 to correct

Fixed

Fixed in Windows 2008 R2

Info

IPv6 lookup zone

Teredo should be disabled

IPv6 Reverse lookup for the
cluster name

Microsoft | Services

Covers both IPv4 / IPv6

Display error due to lack of Netbios (IPv4 or

IPv6)

IPv6 litterals explanation

Switch to IPv4

Microsoft l Services
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Pros and Cons of Deploying IPv6

Pros

END-TO-END PREPARES NETWORK
GREATER NETWORK
CONNECTIVITY FOR FUTURE
SCALABILITY
\ SOLUTIONS ‘ DEVELOPMENTS
GREATER SUPPORT FOR IPV6- EASILY OBTAINABLE
INFRASTRUCTURE ONLY APPS AND GLOBAL ADDRESS
SUPPORTABILITY ‘ SERVICES SPACE
‘\‘ 21 Microsoft | Services

Pros and Cons of Deploying IPv6

Disadvantages of Not Deploying IPv6

HIGHER TCO Lower ROI

ReEDUCED CAPABILITY
To DEPLOY END-TO-
| END SOLUTIONS

DECREASED ABILITY
DECREASED
To DEPLOY NEW
SCALABILITY
\ \ TECHNOLOGIES

REDUCED
COMMUNICATIONS
\ CAPABILITIES

T

R2
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Top 10 Myths About IPv6

Dispelling the Most Prevalent Un-Truths

Nothing “bad” is
oing to happen -
everything is fine
with IPv4

There’s just no ROI

switch to IPv6

Transitioning to Nothing works I have to change
IPv6 will be too with IPv6 right y entire network
disruptive infrastructure

IPv6 will increase
my attack surface

problems

‘A

Top 10 Concerns About IPv6

Addressing Valid Issues

Pv6 will impact my
security design
applications ready (including IPv6 ERE
for IPv6? firewall) security of NAT

My custom
applications are not
ready for IPv6

DirectAccess (DA)
server is an
Internet-facing
Domain member

- thl,s economy.t I need to train my
can’t afford to g Jie
staff

deploy IPv6 expenses

Using NAT64 with
DNS64 as a
o native IPv6 will mitigation for
be hard legacy services

e S —_—
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Next Steps

How Can Microsoft Help?

IPv6 BENEFITS ANALYSIS

| IPv6 READINESS :
ASSESSMENT @

IPv6 DEPLOYMENT
PLANNING

25 Microsoft | Services

Conclusion

@ In the new decade the demands on the Internet and
internetworking technology will continue to grow

“Implementing IPv6 has consumed less than 1
percent of our IT budget, and the IT budget is
only a small part of the overall corporate
budget. These costs are modest compared to
the expected benefits.”

Fred Wettling, Bechtel Fellow and Technology
Strategy Manager, Bechtel Corporation

Microsoft | Services
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Controlling IPv6

@ Described in KB 929852
@ All components behavior in :

@ HKLM\SYSTEM\CurrentControlSet\Services\tcpip6\Parame
ters\DisabledComponents

Behavi abledComponents value
Disable all tunnel IPv6 interfaces Ox1
Disable 6to4 0x2
Disable ISATAP Ox4
Disable Teredo 0x8
Disable Teredo and 6to4 OxA
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